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apter 0— Reader’s Guide

T'he art efiwar teaches us to rely not en the
likelihood of the enemy’s net coming, but
0N eUr ewn readiness te receve him; not
0N the chance ofihis not attacking, but
[ather on the fact that we have made our
poESItiGAIURassallanle:

— [JherArtioi\\Vars Suniilizu



Readmap

Cryptegraphic algerthms
o SYMMEtric ciphers

o ASYMmMELric encryption

o Nash functions

Mutual Trust
Netwerk Security
Computer Security.



Standands Organizations

National Institute of Standards &
Technology (NIST)

Internet Society (ISOC)

International Telecommunication Union
Jelecommunication Standardization Sector
(ITU-T)

Internatienall Organization for
Standardization (1SO)

RSA Labs (de facto)



hapterd = Intreduction

T'he combination ofispace, time, and
strength that must be considered as the
Pasic elements ofithis theory. of defense
makes this; a fairly: complicated matter:
Conseguently iristneteasy terfind a fixed
PoINteldeparture:.

— On'\Wars Card/\/on Clausewitz



Computer SECUILY

the protection afforded te an automated
Information system In order to attain the
applicable objectives of presenving the
Integrity, availability and confidentiality’ of
Information system resources (Includes
Rardware, seftware, firmware,
Infermation/datal, and telecommunications)
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eV, SECUNTLY CONCEPLS

services




IFevels o Impact

can define 3 levels of impact from a
Security breach

o LOW

» VMloderate
« High
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LW M pPact

The loss could be expected to have a limited adverse
effect on organizational operations, organizational
assets, or individuals.

A limited adverse effect means that, for example, the
loss of confidentiality, integrity, or availability might

o () cause a degradation in mission capability to an
extent and duration that the organization is able to
perform its primary functions, but the effectiveness of
the functions is noticeably reduced;

o () result in minor damage to organizational assets;
o (i) result in minor financial loss; or
o (Iv) result in' minor harm to individuals.
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ViedEerate Impact

The loss could be expected to have a serious adverse effect
on organizational operations, assets, or individuals.

A serious adverse effect means that, e.g., the loss might

(1) cause a significant degradation in mission capabillity to
an extent and duration that the organization is able to
perform its primary functions, but the effectiveness of the
functions is significantly reduced,;

o (i) result in significant damage to organizational assets;
o (i) result in significant financial loss; or

o (Iv) result in significant harm to individuals that does not
Involve loss of life or serious, life-threatening injuries.
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HIghrImpact

The loss could be expected to have a severe or
catastrophic adverse effect on organizational operations,
organizational assets, or individuals.

A severe or catastrophic adverse effect means that, for
example, the loss might

« () cause a severe degradation in or loss of mission
capability to an extent and duration that the
organization is not able to perform one or more of its
primary functions;

o (II) result in major damage to organizational assets;
o (i) result in major financial loss; or

 (Iv) result in severe or catastrophic harm to individuals
Involving loss of life or serious life threatening injuries.



| EXamples ol SEcUrty,
REGUIEMENTS

confidentiality — student grades
Integrity — patient information
avallability — authentication service
authenticity — admission ticket
nen-repudiation — stock sell. order
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OmpUter SeEcurty Challenges

not simple — easy to get it wrong
must consider potential attacks
procedures Used counter-intuitive
Invelve algorithms and secret info
must decide where to deploy mechanisms
pattle of wits between attacker / admin
Aet percelved terhe of henefit untilit fails
[Equires regular meniterng
a PrOCESS, Mot an event
leo often an aiter-thought
regarded as impediment to using System
“Unusable security is not secure”



SI SEecUnty ArChItecture

ITU-T X.800 “Security Architecture for OSI”

defines a systematic way ofi defining and
providing Security reguirements

for us It provides a useful, It abstract,
oVerview of concepts we will study,




ASPECLS Ol SECUNITLY

consider 3 aspects of Information security:
o SECUNILY attack

o SECUrIty mechanism (centrael)

o SECUMItY SENRVICE

note terms
o lareat— a potential fervielatien ef SEcCUnty.
o VUlneraniliny/=a way: By WhIChIeSS can Nappen

o altack— an assault en System Security, a
deliberate attempt to evade Security. SErVICES



. KGREDD

W College of Engineering

& Technology

PAaSSIVE Attack - Interception

read contents of
message from Bob
to Alice

Internet or
other comms facility
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Passive Attacke lralfic: Analysis

Internet or
other comms facility
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ActiVe Attacks Interruption

& Technology

Internet or
other comms facility
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AGtive Attacks Fabrication

& Technology

Internet or
other comms facility
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ACtIVe Attacks Replay,

Capture message from
Bob to Alice; later
replay message to Alice

Internet or
other comms facility
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ctive Attacks Modification

& Technology

Internet or
other comms facility
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Hanaling Attacks

o Passive attacks — focus on Prevention

Easy to stop
Hard to detect

o Active attacks — focus on Detection and
RECOVErY.

IHard te. stop
Easy/ 10 detect
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SECUNILY, SERICE

o €nhance security of data processing systems
and Infermation transfers of an organization

o INtended to counter security attacks
o USING ONE Or Mmore security mechanisms
o Often replicates functions nermally associated

Withr physical decuments

WhICH, Ter example, have signatures; dates; neea
protection from: disclesure; tamperng, or
destruction; be notarized or Witnessed; e
recorded or licensea
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SECUNILY, SENICES

X.800:

“a service provided by a protocol layer of
communicating open systems, which ensures
adeguate security of the systems or of data
transters”

REC 2828:

“a pProcessing or communication SerVvice
provided by a system to give a specific kind of
protection to system resources"
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SECUNILY, SEVICES (X.800)

Authentication - assurance that communicating
entity IS the one claimead

o have both peer-entity & data erigin authentication

AcCess Control - prevention of the
unauthorized use of a resource

Data Confidentiality, —protection of data from
unauthorized disclesure

Datarintegrity - assurance that data reCeNVEiS
as Sent by an authenzed entity.

Non-Repudiation' - protection against denial 1y
One of the parties In a communication

Availability: = reseurnce accessible/tisanle



SEecunty: Mechanism

a.k.a. control

feature designed to detect, prevent, or
[ECOVET from a security attack

no single mechanism that will support all
SEervices required

however one particular element underlies
many. el the SECUrty mechanisSms In USe:

s CIYPIOQRAPNIC tECHNIGUES
NEence our focus on this topic
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ecunty:Mechanisms: OCs00)

SpPecIfic Security mechanisms:

o €ncipherment, digital signatures, access
controls, data integrity, authentication
exchange, traffic padding, routing control,
notarization

PEN/AsIVe SeECcUrity.mechanisms:

o trusted functionality, security labels, event
detection, security audit trails, Security.
[ECOVELY
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S WViodel for Network Security

Trusted third party
(e.g., arbiter, distributer
of secret in{ormation)
Sender Recipient
Security-related Information Security-related
. transformation | v Channel - transformation .
Ol - pr—— g 5
2 : g
Secret Secret
information information

Opponent
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Vied elfor NeEtWorks SECUILY

using this model requires us to:

design a suitable algorithm for the security
transiormation

generate the secret information (keys) used
by the algorithm

develop methods to distribute and share the
SECletiniermation

SPECIY a pPretecol enabling the principals te
USe the transiermation and Secret
Infermation fer a Security service



siti\/10 0 el for Network ACCESs
SECUNILY

Information System

Computing resources
(processor, memory, I/O)

human (e.g., hacker)

software
(e.g., virus, worm)

Access Channel  Gatekeeper | Software

function
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Rdel e NetWoernkiACCEeSsSs
Secunty,

using this model requires us to:

select appropriate gatekeeper functions to
identify USErs

Implement security controls to ensure only
authorised users access designated
Information or reseurces

note that medel dees not Include:

MEeNIterng of system fer sucecessiul
PENnetration

monitering ofi autherzed Users for misuse
audit logging ferferensic USES, Etc.



Summary.

lopic roadmap & standards organizations

Security concepts:
o confidentiality, integrity, availability

X.800 security architecture
Seculity.attacks; SenVICES, IMechanisms
MOedels for netWerk (ACCess) SeCUrity.



