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SUMMARY REPORT OF CLOUD COMPUTING AND SECURITY

About Course

The certificate course on clond computing and security is concluded its work snccessfully
by department of computer science and engineering (CSE) in KG ready college of Engineering
and technology (KGRCET), Hyderabad, Telangana. This course is a forum to bring together
students to discuss innovative ideas and diverse topics of this course on next generation of
information technologies. Department has taken a new step for students to improve the quality of
study through this course and become most wide scale . extensive. spectacular event in computer
science engineering. The five days course was held in two locations of the department (a)

Department E-iearning room for theory ciass and (b) Department iaboratory for practicai ciass.

Cloud computing security or, more simply, cloud security refers to a broad set of policies,
technologies, applications, and controls utilized to protect virtualized IP, data, applications,
services, and the associated infrastructure of cloud computing. It is a sub-domain of computer
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This course is based on both theory and practical oriented course which is helped to
student for making their carrier through cloud computing environment in industry. The students
of 4™ year 2™ scmcster have been benefited in many ways from this coursc. Morc than 80
students have joined in this course as their own interest and completed this course. The trainer
taught to students very nice with real time example and sharing his knowledge to develop

technical skill in industry.

Secope of the Course

The role of cloud computing and security 1S to be emphasized in computer science and
engineering, to enhance and motivate the new technology for wide range of applications. It has
different kind of applications as per organization and individual needed. Global Cloud Security
Market to reach 1ISD 12 64 hillion by 2024, driven by the increasing nse of clond services for data
storage and curbing advances of cyber-attacks. It can be a product or solution focused on the security of
compliance, governance and data protection. Cloud-based services for data storage have increased over
the past few years. Furthermore, companies are transferring their data to these servers owing to flexibility
and cost saving. It is also used in non-traditional sectors such as online gaming and social media due to
high storage space Clond identity & access management were widely nsed followed by email & web
security owing to increasing demand for high-level security of data and identity security in organizations.
Public services held 35.6% of the market share in 2016 owing to its strong security track record and
transparency of leading cloud providers. However, hybrid deployment is estimated to be fastest growing
market owing to cost saving model, improved security, and enhanced organizational performance.

The course contains hoth theory and practical for applications as well as design methods
based on cloud computing and security related topics. The list of topics spans all the areas of the
cloud computing and security and engineering domains. It covered significant recent developments

in the field, both of a foundational and applicable character of this course. An important feature
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of this course is very useful in service carrier. The selected topics of this course helped to make
project work. This permits also a rapid and broad dissemination of project and research work.

Obijectives of the course

THE OUjEClive Of the COuise i5 10 Uitig LOgCthci CApCiis 1roin acadcinic institule aid
training institute for sharing of knowledge, expertise and experience in emerging trends related
to the computer science and engineering topics.

a. Protect Postal Service data from unauthorized access, disclosure modification, and
monitoring. This includes supporting identity management such that the Postal Service
has the capability to enforce identity and access control policies on authorized users
accessing cloud services. This also includes the ability of the Postal Service to allow
access to its data selectively available to other users.

b. Protect information resources from supply chain threats. This includes verifying and

maintaining the trustworthiness and reliability of the CP, as well as the security
assurances associated with the hardware and software used.

c. Prevent unauthorized access to cloud computing infrastructure resources. This includes

implementing security domains that have a logical separation between computing
resources (e.g  logical separation of Postal Service workloads running on the same
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physical server by virtual machine (VM) monitors [hypervisors] in a multitenant environ-
ment) and using default to no-access configurations.

d. Design Web applications deployed in a cloud for an Internet threat model [such as the
National Institute of Standards and Technology (NIST)] and embed security into the

software development process

The course covered all topics of cloud computing and security system as well as
engineering system related to computer science engineering. Broad and individual topics are
mentioned in syllabus but not limited. Specific tracks of the course had been taken for different
session of the day.

As a resnlt many keynote, tutorial and technical sessions have been prepared in

accordance with course scope to discuss the challenges, opportunities and problems of
application of computer science engineering in various fields.

OUTPUT:

This course was not only shared the knowledge among students but also tied up with expert tor
upcoming course. The main outputs are mentioned below:

Q)
°e

The expert shared his knowledge among students.

% Students learned from this course and tried to use the techniques for their project as well
das researcn work.

% Students interact with expert to gain their additional knowledge for future research work.

e
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% Students found new ideas, concept, knowledge on technology, different application of
methodologies from different session of course.
» Department tried to do their collaborative research work on this course with university as

well as industries.
o It wasg created different domains of research field
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computer science engmeermg.
¢ It helped to make industrial project.
+¢+ It helped to student for campus recruitment.
% It also helped to design cloud based infrastructure for organization.
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security into its application without reinventing the capability within its application boundary
thus avoiding costly “bolt-on™ safeguards. A good practice is to create security principles and
architectural patterns that can be leveraged in the design phase. Architectural patterns can help
articulate where controls are enforced (Cloud versus third party versus enterprise) during the
design phase so appropriate security controls are baked into the application design. Keep in mind

By understan one can leverage from its cloud platform or service provider, one can build

the icicvaiit thicais aind the piincipic of “iisk appiopiiaic” Whci Cicatiig Cloud secuiily paticiis.
Ultimately a cloud security architecture should support the developer’s needs to protect the
confidentiality, integrity and availability of data processed and stored in the cloud.

Summary of Participants

a) Number of students attended this course: 8¢
b) Number of students attended written exam: 8&
¢) Number of students qualified the exam: 3¢
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Day-1
(08-01-18)

Time: 09:00 AM to 11:00 AM

Inauguration of certificate course

The first day of certificate course started with welcoming and opening ceremony at the
KGRCET conference Hall. The following dignitaries were representatives of the certificate
course who were addressed and pointed out the importance on course with short welcoming
speeches.

Welcome addressed by Mr. M. Saidi Reddy, HOD, CSE, KGRCET

About the certificate course by Principal Dr. R. S. Jahagirdar, KGRCET

Importance of this course by expert Dr. Sudhir Ranjan Pattanaik, KL university, AP.
Interaction with 4™ year 2™ semester students

Time: 11:10 AM to 04:15 PM

Introduction to Cloud computing

Cloud computing has more to offer businesses and individuals than ever before. Many are
moving to the cloud to take advantage of the on-demand nature of documents, applications
and services. An area of cloud computing that is starting to garner more attention is cloud
security, as well as Security-as-a-Service (SECaaS). These security areas are increasing in
attention in response to businesses move to the cloud — cyber thieves follow data and
confidential information. Similar to on-premise computer and server security, cloud security
adoption has lagged behind cloud service adoption.

¥
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However, the SECaaS area is beginning to growing rapidly, and will continue to grow. Many
individuals move to the cloud without considering what possible security pitfalls may be
present, and who could be reading their sensitive information. Services like email (Gmail,
Hotmail, etc.) and social networks have always been housed in the cloud, and have long been
a personal security threat.

Conversely, many organizations are paralyzed with regard to cloud services, not realizing that
there are security solutions that can protect confidential information as it passes through the
cloud stack (Penn). These organizations have robust security options, as many familiar names
in IT security have products for cloud security. SECaaS products include Identity and Access
Management, Data Loss Prevention, Web Security, and Intrusion Management, and more
(Orans, MacDonald). The cloud is going to continue to grow for the foreseeable future.
Mobile access to company assets is a trend that will continue to grow at a fast rate.
Governments are moving their data to the cloud, and purchasing cloud security solutions to
protect themselves and their agents all over the world; about 30% of cloud security solutions
are purchased by government entities at this point.

Cloud computing is a hot trend. Going to the cloud is not only fashionable, but it saves time,
money, and resources. The move to the cloud shows no signs of slowing down, and cloud
security products will need to continue to keep up with demand. SECaaS has the potential for
exponential growth and expansion in the ever-evolving cloud computing market.

Day-2
(09-01-18)

Infrastructure as a Service, Platform as a Service, Software as a Service

Infrastructure-as-a-Service (IaaS) as a concept is easier to grasp because of some similarity it
shares with the traditional infrastructure that was used and is still used in many organizations
today. With the traditional infrastructure an organization needed to purchase servers, all
networking components and storage devices. A lot of capital is required to start up a business
and more funds may be required for a company that wants to change its business model to
adapt to changes in the market

The ability for a business to acquire [aaS began to make it easier for Startups and other
businesses, especially those who could not afford infrastructure they needed, to meet their
technology requirements. Advancements in computer technology in areas such as
networking, the Internet, virtualization technology, clustering and load balancing capabilities
have enabled IaaS providers to offer scalable, shared and manageable environments
(Dawoud). Other companies that provide cloud computing services specifically IaaS are
Amazon, AT&T, HP, Verizon, CA Technologies, Cloud Scaling, DATA PIP and Eucalyptus
Systems among others.

However, even with the advantages that are mentioned above, laaS has significant security
challenges. The security challenges of providing this service become increasingly complex as
the number of users increases. Also, customers of IaaS must share resources, which has
security implications as well. The [aaS delivery model consists of components such as service
level agreement, utility computing, cloud software, platform virtualization, network
connectivity, and computer hardware (Dawoud). All of these components face different
security and privacy issues. The challenges of cloud computing from a user’s (i.e. company
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that pays for the service) point of view are: knowing exactly where the data is located,
whether others are accessing the data, and whether the data is being compromised.

Products and Services

Products and services that are offered by aaS providers are:

Servers: Most business may require similar servers but depending on the nature and size of a
business the number and type of servers required may differ. Examples of servers that are
commonly used are Database servers, Application servers, and Mail servers, among many
others. Security products used in traditional way of securing servers and storage are still
relevant, e.g. use of firewall and Intrusion Detection Systems. An IaaS provider can provide a
firewall for a fee to filter mail received by a startup business.

Storage Devices: High Capacity hard drives are also made available for lease to companies
that need these services. The [aaS providers are able to do this as they have data centers with
hard drive s that are able to store large-scale data, and with use of virtualization this
capability is significantly improved.

Future of IaaS

Currently there are security concerns that are holding businesses back from acquiring services
such as laaS. However, with more studies concerning these addressing these issues, we can
expect that more companies/businesses will feel confident migrating to the cloud. Also by
applying Moore’s Law there can be an expected increase in processing power and memory
(Ushman). Based on Moore’s law we can then predict that virtualization capacity will also
increase. With increased virtualized capacity, we can expect increased efficiency and
scalability. This may cause more companies to migrate to the cloud in the future.

Platform as a Service

In the cloud stack, Platform-as-a-Service (PaaS) sits in the middle, between Infrastructure-as-
a-Service and Software-as-a-Service. Customers who make use of PaaS do not want to deal
with the hassle of purchasing a physical computer, installing the operating system, and all
other steps that go into integrating a computer into the company’s workflow (Keene). Paa$ is
often used in instances of application development, which allows for a developer start
programming without having to install an Operating System, a Database server, or a Web
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server. This frees organizations from significant overhead in terms of money and resources in
supporting their hardware.
Paa$ offers the ability to make the computer into a service, freeing the user from maintenance
on the machine — and truly — even caring about the operating system that they are using. PaaS
deployments can be public — like Google App Engine and Windows Azure — allowing anyone
to sign up and use the platform. They can also be private, set up and monitored by an
organization, used only by internal members of that organization. Private clouds offer two
distinct advantages: 1) sensitive information need not be transmitted over the public internet,
2) if the internet connection in the building is down, local network resources that are still
available can serve data from the private cloud (Bhadauria).

Day-3
(10-01-18)

Products and Services

High-Assurance Hypervisor is an idea that is on the rise, and very close to corporate
acceptance. This would greatly improve the confidence in public PaaS in the commercial
world. If a Hypervisor is High- Assurance, users can be confident that their data and
deployments are safe from outside tampering.

Many companies are beginning to support this capability (MacDonald). Along with the rise
of High-Assurance Hypervisors, the private cloud is an idea that is also gaining traction. This
is due to the natural progression from server virtualization to server virtualization in the
cloud. Many companies have found the virtualization reduces capital costs, and will soon find
that a private cloud can speed the delivery of services (Penn). Google App Engine, along with
other offerings such as Engine Yard and Microsoft Azure allow for the complete
development, deployment, and hosting of mission critical web applications. Customers only
have to pay for the bandwidth they use, with the provider scaling network resources to fit the
demand for the application.
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Future of PaaS

We believe that PaaS will continue to grow along with demand for SaaS. As consumers care
less about what platform they need to run their software (as a service), they will care less
about what, if any, platform they have. PaaS by way of Google’s Chrome OS will continue to
make itself relevant through its use in schools, due to low cost hardware (Lardinois). Having
PaaS tool as a startup can drastically lower barriers of entry. Companies will take advantage
of the ability to run their whole operation without buying a single server.

Software as a Service

In the Cloud Computing Stack, Software-as-a-Service (SaaS) sits on top of Platform-as-a-
Service (PaaS) and Infrastructure-as-a-Service (IaaS). SaaS is simply software that is
delivered from a server in a remote location to your desktop, and is used primarily online.
Typically, it is accessed using a thin client via a web browser, although some SaaS software
uses its own interface, designed to provide special characteristics for its application or its
users. Initially, SaaS software existed only in real time —within an online connection. But, as
SaaS evolved, applications that live on an appliance (a server managed by the SaaS vendor)
on the user organization’s premises became prevalent.

Products and Services

SaaS applications are available more or less for all business segments. As part of their SaaS
product line, Google provides Google Apps for Business, which includes solutions like
business email, calendar, documents and more.

SaaS startup desk.com (previously known as Assistly) helps companies collect and organize
all of their customer conversations into a prioritized actionable list and equips support staff
with the tools to respond to customers. The application allows businesses to filter
conversations, access customer histories, automate processes and even tap into social media
conversations on Facebook, Twitter and other sites (Rao). Demandforce‘s SaaS application
automates Internet marketing and communications so customers can focus on running their
day-to-day operations (Rao). Cloud financial management company Intacct sells cloud-based
software for financial functions — including applications for accounting, contract
management, revenue management, inventory management, purchasing, vendor management,
financial consolidation and reporting (Lomas). Education technology company EverFi has
created a SaaS application for schools to help educate young adults on financial literacy,
student loan default prevention, filing taxes, credit card debt and other critical life skills. The
application’s curriculum incorporates virtual worlds, social media and videos to help teach
children these life skills (Rao).

Future of SaaS

Investment in cloud computing is increasing more rapidly than investment in IT in general.
One of the most promising trends in SaaS-applications is the mutual integration of various
SaaS-services, including those developed by different vendors. As software offered by
different vendors is developed to remove compatibility issues, dependency on SaaS
applications will increase. We believe the future of SaaS is the elimination of servers being
hosted at user location, with all applications being hosted on cloud. The future is looking
bright for SaaS as clients move beyond early experimental implementations. Moreover, SaaS
providers are coming up with solutions to problems like data security, application uptime and
more. These problems have played a major role in preventing users from adopting SaaS
services and applications.
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Day-4
(11-01-18)

Security as a Service

After understanding the basics of the cloud stack, the next challenge is to protect these
services from security threats. Securing conventional assets for infrastructure, platform, and
software can be done by, but is not limited to, implementing physical access limitations. But
for the cloud, where physical assets are seemingly intangible, various ways of providing
security solutions are inevitably needed. In general, Security-as-a-Service (SECaaS) is
outsourcing security management to a third party. Before the cloud era, a conventional
company would host their own infrastructure at a physical location. That company would
then allocate further expenses to secure their IT assets. These security expenses could vary
from implementing network security appliances (e.g. IDS/IPS appliance, Firewall appliance)
to hiring experts who evaluate security operations and procedures. When a company moves
their IT services from their own internal network to the cloud (to a cloud provider, such as
AmazonWS), the company can cut down the physical maintenance and data security
expenses to the cloud provider.

This allows the company to focus on their business, concentrating on what they do best and
leaving IT security to cloud experts. For each cloud service that has been discussed, the cloud
service provider provides some security measures. For example, that IaaS service provider
only allows connectivity from specific IP addresses in their Access Control List (ACL). PaaS



